Taking Blockchain into a

Secure Mainstream A g

Enterprise Technology /G
X dff’ : * o ﬁ

Ll
aaaaaa
ey

.o
oo

Joost Volker% —
BD Director Blockchain
EMEA

,, i S
L7 - ‘;“4 7 p ";"f/ )] INEES
Yy 3 4}/[&*‘%/
N B
N O e

London =\ vl fj&

T, RS TASS S
October 2, 2019 Wy M m ” l‘,/e%a‘,”%g&;g 4

N G~
, / \ W

A AV 4

A
=4I 7

—

(//a
ﬂc; ’}?’3




How to make the most of your hour

v How can you leverage Blockchain value
v" Blockchain essentials
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v' Relevant use cases

v Blockchain Design Principles

v Typical BC solution
v Enterprise IT constraints
v Best practice how to start your pilot project

v Oracle Blockchain

v Oracle strategy & Market approach
v Blockchain Platform capabilities
v What if you'd like to see more
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How do you leverage Blockchain value?

ORACLE
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What Is Blockchain?

“...blockchain is an incorruptible digital ledger of economic
transactions that can be programmed to record not just
financial transactions but virtually everything of value.”

- Don Tapscott, author of Blockchain Revolution

Do new things Do things more
without 3rd parties efficient
Make things more Do things more
transparent secure

L ORACLE

TRADITIONAL SYSTEM DLT

Permissionless and Permissioned

(rm)
E (B 6

Encrypted for Immutable and Smart
confidentiality non-repudiable contracts




Smart Contracts

Application logic that automatically
policies shared by the parties and
change the state of the ledger.

enforce
contractual
clauses

ORACLE

change the
state of the
ledger

through a set of
, 1. e. how they

NELELEROLE
triggered
processes (eg.
billing)




Blockchalin,
a game

Transformational
Changer Change
dClroSS
Business Domains

ORACLE

Value Chain
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Autonomous
Marketplaces

Audit Trail

/

Efficiency

~

Secure
Records

Sophisticated
Improvement



Secure records

Store and retrieve data
safeguarding Trust and Privacy

* Use encryption and cryptographic capabilities
to provide additional security layer

* Leverage Digital Identities to monitor, detect
and restore misconduct

* Provide timestamps to track and trace data
access and usage

ORACLE
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"Approximately half a Million digital
certificates and half a Million users will be

managed for 4 to 5 universities and

dun §alg

TAIBAH VALLEY /

additionally 5 educatiogglinstitutes”

Dr. Ahmed Hawalah,
Dean of the IT \ niversif

Improve student experience
beyond graduation

- I

D - ” :
i“‘ | * Verifying certificates is largely a manual
process, slow process of central authorities to

verify certificates
* Paper-based certificates get lost over time

&N

X

ORACLE

* Ensure data compliance and privacy

Copyright © 2019, Oracle and/or its affiliates. All rights reserved.




Audit trail

Provide valuable insights

* Allow more transparency, hence better audit
trails and decentralized viewpoint

* Tamper-proof processes to prevent erroneous
and fraudulent handling

» Consolidate to provide evidence of sequence
of activities

ORACLE
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Cobalt Traceability for Volvo Cars Electric Vehicle Batteries

* Volvo Cars sustainability initiative applied to all cobalt

used in its EV batteries

Cell Production

* Recently signed an agreement for sourcing EV batteries
from CATL and LG Chem

 Completed a POC that tracks recycled Li-lon batteries
processed by Brunp, precursor manufacturer ZEC and
CATL.

— At each step production processes have been

...........

Electric

Packaged Li-ion Vehicles
Battery
mapped to ensure segregation and scans of material Consumer
passing through the processes R

— All scan data points are captured to the blockchain i S
to provide an immutable record or provenance.

Duration Mass Balance

* The next phase is to bring in LG Chem and capture their Location
processes and materials flows on the blockchain e —

Did the process take the right Do the inputs and outputs

B BB smartcontracts Oracle Blockchain E@% Distributed Ledger

Consensus

ORACLE"
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Efficiency
I

Reduce friction in the value chain \'

* Minimize delays, solve bottlenecks and L dr b

automate labour intensive processes, due to ""Mﬂ.
offline reconciliations, hand-overs or gaps

* Remove paper trails (bill of lading, quality
assurance etc.) to provide leaner and digital
processing

* Synchronize process steps on the Blockchain
with Smart Contracts

ORACLE

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.



"The built-in features such as identity

management and data encryption made it an
ideal choice given our industry requirements
and compliance needs. Additionally, the REST @ AJIB
APIs helped us and our vendors accelerate u
iasllloayall sloiialll Ly

application development and integration
)

with existing core services.’
2 Instant Transfers

without Intermediaries

JORDANIAN S~

BANK BECOMES =
REGIONAL

e e —) * Eliminate expensive intermediary fees

* |nstant reconciliation

* Increased transparency

ORACLE




Oglcst “ Cross-Border Payments Using =

1CS FINANCIAL SYSTEMS LTD

Fome, asmmue 080 e Vi AN Specied et G0 v |=

Oracle Blockchain Platform = e

BANK 1

* Traditional cross-border
transfers between the
subsidiaries use SWIFT
messages and

correspondent banks

BC Connector Banking

* Blockchain benefits

— Automation via
smart contract rules

Jd

— Real-time handling,
same day funds
availability

— Full audit trail and
confirmations for
clients

Connector
J0393uu0)

BC

Copyright © 2018 (ICSFS) ICS FINANCIAL SYSTEMS LTD; All rights reserved. No Part of this document may be reproduced or transmitted in any form or by any means
without prior permission in writing from I.C.S.F.S (ICS FINANCIAL SYSTEMS LTD)



https://www.tahawultech.com/features/arab-jordan-investment-bank-blockchain/

Autonomous market places

Create new market dynamics

* Build new trust relationships and disruptive
peer-to-peer interaction

* Removal of the single entity authority, anyone
can now authorize transactions and provide

access to digital information

* Minimizes unnecessary costs from third
parties/intermediaries

ORACLE

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.



Blockchain based loyalty system for Decathlon

SHORT DESCRIPTION USE CASE

* API-centric solution, connecting * To connect all that love sports

Blockchain Platform Cloud Service T ; d safe t ‘i ) ;
with Customer apps, Google K8, o create a secure and safe transaction environment across

MongoDb different regions with different currencies.

* When purchasing goods in
Decathlon stores or Decathlon
websites, sports users earn
Medals [symbol: MDL] to be
redeemed with partner offerings

ACHIEVEMENTS

* Time to market — 4 months.

* Prototyping chaincode logicin a
matter of hours.

* Development and new feature
deployment was drastically
reduced

e 100 partners connected

ORACLE"
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e Commodities track & trace - CG&M
Minerals, assets, food, audits

« Supply Chain collaboration — Logistics,
CG&M, High Tech
Terminals, shipments, BoM, 24/7

* Custodianship - GOV, Comms
Criminal evidence, e-voting, identities,
ownership, certification

* Trade finance — Services/CG&M
Invoice factoring, im/export, Customs

* Intercompany transfers — FS| & cross-
industry
Bank transfers, system settlements, cross-
charging

ORACLE




Blockchain Design Principles

ORACLE



Key Components of a Blockchain System

Applications S cockchain

developer |

* Register users @® ceveops |
—| Application
* |nvoke smart contracts to update or query ‘ |
data ._

e Consume events develops

Smart Contracts ’
» Business logic to update the ledger *Smart lemits -

Contract ===>{%)

* Query data
 Publish events

 /

Blockchalin Infrastructure
* Network of validating nodes
» Distributed Ledger
 Membership services (for permissioned)

ORACLE




Blockchain is not an island
Making it enterprise grade, requires a platform

« Many use-cases

* Provisioning at speed

 Enterprise “ilities” are needed

« Common operations platform

« Security and SoR Integration a must

ORACLE



Security and confidentiality — Not optional

Asking for permission, not for forgiveness

 Enrolling authenticity to the i e VAL ) ) s
n 4 4 'b'f- - »
blockchain ®Y ”x o Y BT

” \

 Transport level security, Encrypt
messages in transit for privacy

 Encryption of data at rest
« Certificate revocation

* Fine grained authorisation
« Adaptive security control

ORACLE



Integration — Real world application
Augmenting, not replacing Systems of Record

* Connecting to existing apps

 Connecting to ERP, SCM and other
SoRs

* Enforcing security to the eco-system
* Connecting to other networks
 Opening to new members

ORACLE



Supportability - Managing long term
Getting into production and staying there without NASA

 Assembling the network
 Harden the security
* On-boarding new members

« Supporting the components and
infra

 Day to day administration
 Monitoring & Troubleshooting

ORACLE



Blockchain Appeal to Enterprise Customers

Ecosystem simplification

— Faster transactions in seconds and
processed 24/7

— Lower transaction costs

— QGreater automation

Data Integrity
— Consistent, timely, accurate data
— Blocks of records are tamper-evident

High Availability & Reliability
— No single point of failure

— Resilient to malicious (insider) attacks and
disasters

Process Integrity
— Trust the transactions

— Executed exactly as the protocol and smart
contracts command

— Evaluate performance against SLAs

ORACLE




MIT Blockchain Journey

Pre-

Qualification How to enable customers to adopt Blockchain

. Technical
Industry Design q .
9 Case -) Thinking e Architecty
Studies Workshop q

Workshop
Industry Unlock )
. . Use Case : Build the
questionnaire ~[WBIOCKEAGIRRNY | 0" ¢ Potentials MVP
tO measure Capture Des| .......
' gn Your .
cus‘_[omers your Use Blockchain Deep Dive
readiness for Cases
blockchain

QUALIFY & PROFILING

DESIGN & PLAN PILOT & DEPLOY

* Depends on development effort
required

ORACLE




Dlscovery Workshop Style'

ORACLE

Madrid, February
2019

2 hour discovery
session

15 participants

3 workgroups




When to use a blockchain

No
Do you need ’
a (shared) database?

create value?
Do you want a trusted 3rd
party or need one (e.g. by
law)?

Yes
Does it require multiple NE
actors to write (not read)? n
Do we know the writers, trust If this would
them or are their interests Yes change
could that
Yes

>

the same? No
No

(partially based on a model by Bart Suichies 2015)

ORACLE




Blockchain favorable processes

What to look for

 Critical processes that suffer from duplication
and reconciliation

» Costly processes that suffer from cumbersome
hand-overs, paperwork or regulation

* Inquiries that request unnecessary load on
organization due to dispersed information

» Recurring inquiries on verification
« External reporting and auditing that fall short

* Processes lacking digital signatures and digital
assets

» Correlated IT systems not integrated on data
sharing

ORACLE

How to select the opportunity

What parts of the process do you seek to
eliminate, and why?

Where do you spend most of your time, and
why?

Where in the process do you repeat work? How
often, and why?

What does your manager think happens in the
process? What really happens?

When pressed for time, what steps in the
process do you skip or work around?




& Back CO PROCESS FLOW

a [%]E] Co Italia Views PO & Creates a e

WO (Work Order) against it :
- Co ltalia and assign itto Olma d]%l’.‘l Corla Ackn-o Wistse
o 4 PR G & Create Invoice for
N e » " Y . Co Italia Savino to ship
COlInc > ol Subsidiary
Headquarter e ®
Producer
v -
CO Inc Createa PO 200,
(Purchase Order) =
& assign to CO Itali
g e Olma L Olma completes Savino ) L
Producer production & update Shipment SaYan will ship
€O Italia finished goods
(| = B
] ® -"—O—‘D
»
Olma will manufacture
in production lots for
WO (Work Order) @
66 B Co Inc will receive and
CO Inc complete the cycle
Headquarter
®
v

ORACLE"
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DASHBOARD Search Q. CO ltalia ~

certifiedorigins

10 PURCHASE ORDER CHANNEL SHIPMENT CHANNEL

: & Y

WO_Completed_Invoice (8) @ LA
6 WO_Production_Started (4) @
WO_Completion_ACK (1) @ COInc CO Italia
WO_Assigned (7) @ & B
4 PRODUCTION BATCH CHANNEL
WO_Prod_Completed (1) @
WO _Created (3) @ ’ < \ COInc CO lItalia Savino
2
Status (1) nnn ‘%]
. | b
, 1Ll \
Olma CO Italia

ORDER DETAILS WORK ORDER DETAILS
P. 0. Number Item Status Action W. O. Number Manufacturer Status Action

mm Olive Oil PO_Completed | 12121 Olma WO_Production_s...

11118943 Olive Oil PO_Completed 2321 Olma WO_Completeion...  Create Invoice

mz2 Olive Oil PO_Assigned View 23423323 Olma WO_Completed

121121 Olive Oil PO_WO_Created 72121 Olma WO_Production_s...

ORACLE"
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30

DASHBOARD m2 ) COInc ~
certifiedorigins
[l n
P O Number “1112
PO Events WO_Production_Started
Production Started for WO by Olma
Production Bacth 2 Created :g_c;::::::&m lete
Lot Number: LN99021113 Taste Sheet: Bitter - 4 Fruity - 2 Spicy - 4 Vote - 2 P P
PO_IN_PROGRESS PO_Prodution_Completed ::-i:‘::’:;‘;l‘:';?o L
PO was assigned By CO [talia To Olma for Production Production was completed by Olma and received by CO Italia pl

Shipment_Received

|
WO_Assigned PO_Prodution_Completed
WO was assigned By CO Italia to Olma Production was completed by Olma and received by CO [talia il
[ PO_Shipment_InTransit
. e -
PO_WO_Created WO _Completeion_ACK Shipment is in transit
For PO a WO was created By CO ltalia WO was acknowledge and received by CO ltalia I
| Shipment_InTransit
PO_Assigned Production Bacth 1 Created WO_Completed_Invoice
Lot Number: LN30978221 Taste Sheat: Bitter - 2 Fruity - 3 Spicy - 4 Vote - 4 WO asset updated when Invoice was created PO_Shipment_Created
Shipment was created by Savino

PO was assigned By CO Ine. to CO [talia

|

PO _Invoice_Created

WO_Prod_Completed
Preduction Completed by Olma

| ]

445 PM 247 PM 4:48 PM £:49 PM 4:50 PM 4:51 PM £:52 PM 453 PM 4:534 PM 4:55 PM

WO_Created
WO was created By CO ltalia.

Invoice was created by CO ltalia

PO_Created
PO was created By CO Inc.

4:56 PM 4:57 PM

41 PM 4:42 PM £43 PM 244 PM 4:45 PM

DR CI_E Copyright © 2018, Oracle and/or its affiliates. All rights reserved.




Oracle Blockchain Platform

ORACLE



History of Oracle Blockchain Efforts

2015

2016 2017 PAOKRS

* Technology evaluation * PaaS Service Development Began
e Customer discovery

* Use case analysis
* Market analysis

 Joined Hyperledger

 Started Early Access Program
* Began Beta Program

\

| © Production Customers on OBP

* Doubling number of Data Centers
& Releasing OBP On-Premise

ORACLE




Oracle’s Approach

Adopt a
Permissioned
Blockchain

offering

Member of the Open
Source Hyperledger Fabric
consortium

Secure, Integrated, high
adoption rate

ORACLE
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Why Hyperledger Fabric?

No Cryptocurrency

Open Source Permissioned Modular Channels required
Compatibility with Much more efficient, Oracle can bring key Intelligent protection of Much easier design,
others, larger expert higher transaction rates modules to enterprise competitive data in same administration of
community possible grade, higher transaction blockchain processes

rates possible,
smart contracts

ORACLE




Hyperledger Fabric Reference Architecture

APIs, Events, SDKs

IDENTITY LEDGER

TRANSACTIONS

SMART CONTRACT

Membership Consensus Services

Services

Distributed
Enrollment Ledger

Attributes

Network
Protocol

Ordering Service

Endorsement
Validation

Security and Crypto Services

-_

Distributed Ledger Technology Services

Chain-code
Services

Secure
Container

Secure
Registry

ORACLE

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. |

IDENTITY

Pluggable, Membership,
Privacy and Auditability of
transactions.

LEDGER | TRANSACTIONS
Distributed transactional
ledger whose state is updated
by consensus of stakeholders

SMART-CONTRACT
“Programmable Ledger”,
provide ability to run business
logic against the blockchain
(aka smart contract)

APIls, Events, SDKs
Multi-language native SDKs
allow developers to write DLT

apps

5



. Legend
Transaction Flow Fabric Code

Membership Service Container
Smart Contract

S (Chaincode) Customer Code

Certificate :
Authority Validate Signatures !
Federated and Authorization :

Identity

Membership
Services container

Smart contract container

Endorser

, Ordering Service
Simulates TX

e 4.0 - Deliver TX Batch

Applies changes
5.0 1+ Writes ledger block

3.0 - Submit Endorsed|TX 5.1 {Updates State
Includes RWset and endorser

i World
signatures Ledger State

Orders TXs into
batches

Fabric SDK " 6.0 — Commit Notification

according to
consensus

Keys

Orderer container

Client Application

ORACLE

Peer container

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. |



Oracle’s Approach
1

Make it (really)
Enterprise-
Ready

Built-in monitoring, IdM,
Database optimizations,

Adopt a
Permissioned
Blockchain
offering

Member of the Open Source
Hyperledger Fabric
consortium

Secure, Integrated, high
adoption rate

REST APIs, SDK,
Integrations, a modern Ul

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. Confidential — Oracle Internal/Restricted/Highly Restricted 37
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Comprehensive Blockchain Platform

Hyperledger Fabric

m B D

(-
&
(- =)

= Membership Service

Validating Nodes/ Peers

Distributed Ledger
(Single Version of Truth)

Smart Contracts

ka Chaincod
(aka Chaincode) Applications

Ordering Service

Oracle value-add

)
@®

=-* |ntegrated backplane of supporting services

>
*‘ic"
=== SQL-based rich queries over K-V ledger
-
ge

—
. Pre-assembled Dependencies k

Arpaumg®. 8
REST Proxy and Operations APIs Aop *>-ol

Admin/Operations Console

Rich integration tools for SORs & new apps

Rich history DB for Analytics/BI

Automated DevOps in Oracle-managed PaaS

Flexible, global, hybrid, interoperable deployments

ORACLE

Operations

B

@00

Membership
Service

Copyright © 2018, Oracle and/or its affiliates. All rights reggrved.



Rich History DB for Analytics Integration

Parallel with regular history
DB updates, we
asynchronously update
Oracle ADW/DBaaS for
every transaction commit

DB maintains rich data
model using Oracle JSON
support (can be unpacked
in OAC project)

Accessible for Analytics / Bl /
DWH reporting, interactive
visualization dashboards, etc.

Can be used for transaction
confirmations and high
volume read-only access

when async delay is not critical

ORACLE

[ cloud.admin «

——

Configure Rich History

Configure Rich History
User Name
admin|

Password

Connection String (7]

minolloadw_high
Wallet package file{Optional) Q

X Upload wallet file

Dashboard Network Nodes Chaincodes Developer Tools

Channels Summary

2

Channels

Filter by Channel Name. Filter by Created by..

As of February 14, 2019 1:33:17 AM UTC-00:00 (& F‘

Create a New Channel

Channel Name 0 Instantiated Chaincodes Peers Created by
default 3 2 ebookfounderorg
ebookchannel 1 2 ebookfounderorg

{

Product Inventory Value by PRODUCTNAME, PRODUCTTYPE

Canned / Jarred Goods Dairy Frozen Foods Meat
2.87% 5 &
95.. 6.78% 6.68% 7.35%
247.. 31.. 9.54%
23.81% ’
6K 3K 19K 10K \‘
y

6.6.. 85
8.2.. 2.61% 7.83% 1.45% o

3.91% 2.61% e

0.52%

0.57%

Visualization Dashboard Created
in Oracle Analytics Cloud
from the Rich History DB

Edit Channel Organizations

]

Update Ordering Service Settings

Join Peers to Channel

h &=

PRODUCTNAME

B Baked Beans

I Burger Patties
COwmilk

M Chicken Beaks

M Chicken Heart

M Chicken Nuggets
Chicken Soup

M Chicken Wings
Chicken eyes
Coriander
Eggplant_VERYSPL

M Frozen Carrots

M Frozen legs

B Legs
Nutella Milk
Peas

M Popcorn Chicken

Potatoes_SPL

Order Frequency @ Time of Dat ¥ Inventory ¥ Shipment ¥ Recalls Value v @




Oracle’s Approach

1

Adopt a
Permissioned
Blockchain
offering

Member of the Open Source
Hyperledger Fabric
consortium

Secure, Integrated, high
adoption rate

ORACLE

Make it (really)
Enterprise-
Ready

Built-in monitoring, IdM,
Database optimizations,

REST APIs, SDK,
Integrations, a modern Ul

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. Confidential — Oracle Internal/Restricted/Highly Restricted 41

Offeritas a
Service
(Autonomous

PaaS)

Rapid, global provisioning &
simplified operations, High
Availability, autonomous
recovery




Oracle Blockchain Platform
Hardened for enterprise applications

i

Hyperledger Fabric Peers
in customer data centers

Oracle SaaS
(& s pa d Custom
CRM ERP I-EM CX SCM 3 Party Saas Cloud Apps On-Premises Apps
Pre-Assembled + ) .
Oracle Blockchain Platform Cloud Service

REST APIs

SDKs for Go, Java, and Node.js
Open

Smart Contracts
(Go, Node.js, Java)

Fine-grained access control*
Governance*

v or 3" party clouds

Enterprise Adapters (OIC)

2

Confidentiality
(Channels, Collections)

& c
N onsensus
Plug and Play ﬁ Distributed Ledger @ (Kafka) «
Integrations _
| uvperLEDGER Open Source Hyperledger Fabric

Enterprise-Grade 3

==F Container Identity Management {7 Data

Services ‘ E Management ‘ ﬁ— Events ‘ Services ‘ "€ services
Automated Oracle Cloud Infrastructure and Paa$S Services : \
DevOps OBP Enterprise Edition

P (on-premises deployment)

Oracle-managed Paa$S

ORACLE
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Setting up a network in minutes not days...or weeks

w A 7 e Blockchain Cloud Service G Dasmboard  gaUsers @

(/

= ORACLE' cLouD My services

¢&> Autonomous Blockchain Cloud Service QuickStarts - Welcome! Create Instance

Instances  Activity °
it Instar Conf )
nstance  Confirm
As of Sep 22, 2018 5:07:07 PMUTC Q3

Instances Blockchain Cloud
Customize your instance by selecting from the options below.
tai hi rvi ion
You don't have any instances. After meeting the prerequisites, use this button to Details Choose Service Options
create an instance. . .
Instance Name @ Creale anew Network @
The configueztion for diferent service unit size
Need help creating the instance? * Configuration
lokh a s Descriplion  oages nemork Py 9 Developer - Minimum 500 Tra ¥ @
Notification Email * Peers 2t @
Juarez barbesa@oracle com (7]
» Instance Create and Delete History .
Region 1, prererence L)
Ta9s  cabcsdemo - o

QuickStarts Welcome! =

Autonomous Blockchain Cloud Service

Instances  Activity
€ Previous  Cancel 3 L Confirm )
Instance Details - Confirm As of Sep 22, 2018 5:26:50 PM UTC (3
Instances

Confirmation

Confirm your responses and create this Autonomous Blockchain Cloud Service Instance Name ¥ Search by instance name or tags O\ o Create Instance

instance.
besnet =

& . . i S
Service Details Choose Service Options e Status: Creating service ... Submitted On:  Sep 22, 2018 5:26:57 PM UTC ocPUS: 0
Service Name:  besnet Create a new Network:  YES Version: - 15.2.3-1800171617 Memory: 0 G2
Edition:  Enterprise Edition Storage:
Description:  OABCS Network Peers: 2

Tags: oabcsdemo
» Instance Create and Delete History

Select Region

Region:  us-ashburn-1
Availability Domain: ~ NvsE:US-ASHBURN-AD-3

Copyright © 2018, Oracle and/or its affiliates. All rights reserveci.




Automated Lifecycle of Smart Contracts

Deploy Chaincode

Select How to Depl
* Package — create a zip pkg of the source directory on the clect HOWHO Lepioy

development side

one step deployment of a new chaincode with default

é Quick Deploy options. Chaincode is installed, instantiated and enabled
° I t I I in REST proxy.
NSta
—  Copies source package to requested peers
Step-by-step deployment of a new chaincode for full
- Creates deployment spec @ Advanced fexibility. Chaincode is installed, instantiated and enabled

in REST proxy.

* |nstantiate

—  Builds (compile/link) the GO code, creating a binary Deploy Chaincode (Quick) x 8 Deploy Chaincode (Advanced) x
- Bindsittoachannel e Ml . |
—  Creates execution container and load the binary Chancodeome * @ ——— i ——
—  Runs Init method in the chaincode, which can create new data e
values in the ledger e -
* Export REST end point for deployed chaincode et e odeeniaton B
* Invoke transactions from client SDK or REST proxy — ] st o @
—  Calls Invoke method in the chaincode, which can run o e
functions that update or query the ledger 7SO estproy -
. . . . Chaincode Source @
* Upgrade — select existing chaincode on a channel, provide s Uplad Chancoce i

new version
— Install & instantiate steps are automatic

e N



OABCS Deployment Architecture

| Go ”

| Smart Contract

l Java
. Smart Contract

€—

Committer [
Applies changes

|| NodelS
\-*-
Smart Contract

Containers
(created by Peers)

Peer Container

Endorser
Simulates TXs
Ledger

Application Developers

e )
Client O
N7

Smart Contract

Developer

2 ey
Fabric SDK 7
- y . J

Persistent

Storage

Kafka APIs Event
' Hub

REST

Service Instance

IDCS

HTTP/S LBCS

OPC Services

ORACLE"
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~Legend------------- -

| OPC Service §
J Service Container |

! Customer |
Chaincode !

Customer
Application

A\ 4
HTTP/S m m

OABCS Console
Ops Ul



Avallable PIanned

Seoul Zurich

London Sydney
Phoenix, AZ Jeddah

Oracle Blockchain Platform

On-premise blockchain solution for customers who must

meet data sovereignty or data residency regulations el s
Ashburn, VA

Deploy Oracle Blockchain in your data center OBP Cloud OBP Cloud
- Choice of virtualization platforms
- Enterprise-grade with HA and Dynamic Scalability

Create Blockchain network with a few clicks

- Fully pre-assembled with Hyperledger Fabric 1.4,
Blockchain Platform Manager, Operations Console,
REST Proxy, ldentity Management

* Feature parity with Blockchain Cloud

- Same APIs & portability of applications OBP Entrprise

e Support for hybrid networks

- Oracle Cloud, On-Premise, 3™ party
BIOCkChainS us'ng Hyperledger Fabrlc Copyright © 2019, Oracle and/or its affiliates. All rights reserved.



Deploying OBP Enterprise Edition

* Virtualization Options

— Oracle VirtualBox 5.x or 6.0+
— Oracle Linux Virtualization Manager 4.2.8.2-1.0.8.el7
— VMware vSphere ESXi 6.7+

* Deployment Shapes
— Developer: 1 Kafka orderer and single VM deployment topology
— Enterprise: 3 Kafka orderers and 3+ VM deployment topology

* Cluster Configuration for Enterprise
— 34 VMs for Platform Components
— 1+ VM for Chaincode
— 3+ VMs for ZK/Kafka

ORACLE’

Instance
\A\Y/

VM for OBP
Developer
Instance 1

— Datacenter A

OBP EE
Platform
Mgr VM

Ir‘\ci-anra

Ir‘\ci-anra
Instance
VM

Cluster for OBP
Enterprise
Instance 2

Ir\ci-anra

Ir\c"l-anra

Instance
\A\Y

Cluster for OBP
Enterprise
Instance 3

Copyright © 2018, Oracle and/or its affiliates. All rights reserved. |
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Oracle’s Approach

Adopt a
Permissioned
Blockchain
offering

Member of the Open Source
Hyperledger Fabric
consortium

Secure, Integrated, high
adoption rate

ORACLE

Make it (really)
Enterprise-
Ready

Built-in monitoring, IdM,
Database optimizations,
REST APIs, SDK,
Integrations, a modern Ul

Offer it as a
Service
(Autonomous

Paa$)

Rapid, global provisioning &
simplified operations, High
Availability, autonomous
recovery

Connect with
Applications

Out-of-the-box API access
in Netsuite ERP, Flexcube
core banking

Plug-n-Play integration with
Oracle Saa$S and PaaS and
custom/3rd party cloud and
on premises apps

Templates for supply chain
track & trace use cases and
more
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Ease of Integration and Systems of Record Connectivity

REST API-DRIVEN INTEGRATION

* Invoke txn’s in sync & async
mode

* @Get txn status

ORACLE INTEGRATION CLOUD

* Adapters for Oracle & 3rd party
applications in cloud and on-prem:
ERP, SCM, CX, HCM...

* Register event callback URL T
g TALiNux =z 7 YPERLEDGER I * Technology adapters (MFT, JMS...)
* Query ledger data : . oy ... . :
« Provisioning AP STy C — -.. -.. * Turn application eve_nts into RE§T
. ) . Service : - calls to run blockchain transactions
* Operations/Configuration APIs Apps Apps
e

NEW SAAS BLOCKCHAIN
APPLICATIONS

* Supply chain track & trace use
cases and more

JAVA, GO, AND NODE.JS
CLIENT SDKS

* Invoke txn’s asynchronously
* Get txn status

* Query ledger data * Oracle GBU applications in
* Subscribe to events selected industries

* Add channels/peers

* Enroll new members

®
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Comprehensive Sample Solution Architecture

(Member Organizations\

Portal Application Views/Client Apps

e — e —— (\) Oracle Identity | _
@ ‘ d; ‘ AN d ‘&ﬁ 5f_ i/ Management i
[Illl Oraclglﬁ:‘ajlytlcs Oracle IaaS Compute or OKE Cloud or L (Optional) External 9 Y
| On-Prem/3" Party AppsDev Environment OBP EE Peer Nodes

\ in Customer Datacenters
or 3 Party Clouds

\S\g -': HYPERLEDGER *
TLs+PKI 2 “NEABRIC |- rcidn Existing Business Apps
g

NN

— REST/TLS [ ]
= IDCS Auth = i
, —p
DBaaS/ADW I\/Iembgrsh|p L-
Cloud Service --m
: On-Prem EBS, WMS,
| . Integration SAP, Custom...
il Ordering Service Adapters
55 o = API - Oracle Saa$
Distributed Mgmt
L
E TLS ' Contracts W edger Proces:c, sem
= 5. |DCS Auth Automation ERP Service HCM

Cloud 3rd Party SaaS

Admin / Operations m . oracle ) Sales C!’Q
Console @ Oracle Blockchain Platform (.;) racle Integration Marketing

®
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Oracle and Partner Ecosystem Investments

Blockchain Platform

Retail pjeglth Transit
Sciences

>
accenture .
pwe

KPMG LTI

Deloitte. IN055

Sl Solution
Accelerators

Oracle SaaS
SCM Blockchain Apps Cloud ISV Applications
Vertical GBU Apps

Consensus E'B'E Smart Contracts Oracle Blockchain Platform @8 Distributed Ledger @ Confidentiality

App Integrations Data Repository Off-chain Synch DevOps Governance Access Control Interoperability

Oracle Cloud Infrastructure On-Premise Deployment
ORACLE
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Tracing

ORACLE’ Inteligent Track and Trace Cloud @ v ® Tra Ce b a S e d O n a d O C u m e nt

Traces v  Trace Document : Purchase Order #928810 a :I: 5

Vision Pharma Delta Glass Alpha Chemicals ~ Gamma Dist... Zeta Carrier Speedy Carrier  General Hospital o C O m p O S ite t ra C e V i e W fo r

May 2nd, 11:41:17 pm
L —

L] L]
SHIP MATERIAL m
Shipment 598 ready: I e I n e

E Shipping Notice

May 2nd, 11:41:17 pm

pr— — Transaction and document details

Container Tracking.

& 28.17°F

R — Location of associated assets at a given
=4 pointin time

@ 29.24F

May 2nd, 11:27:51 pm

S — Associated loT events

RECEIVE MATERIAL
Material Receipt Batch
#704 receives d.

L] L
s © SWwimlane view
A 2ErrORS
May 2nd, 11:11:57 pm
MOVE TO INVENTORY
Product Batch #704

moved to inventory.

ﬁ Inventory Record

ORACLE
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Delivering Enterprise Grade Capabilities

Operational Resilience Supportability & Operations
High availability VMs Cloud and on-premise deployments
Autonomous recovery agents Dynamic configuration

Continuous backup to object store Monitoring dashboards

Multi-AD and multi-region DR Zero-downtime managed patching
Multi-datacenter deployments

Governance for consortia

®

Performance at Scale
Parallel execution

Security & Confidentiality
Integrated identity management

Development & Integration
SQL-based rich queries

Elastic scale-out Identity federation Synchronous & async REST APIs

Much faster world-state DB Data encryption at-rest Java, GO, and Node.js SDKs

Auto-tuning and dynamic scaling Certificate revocation management Enterprise App Adapters
Fine-grained access control mechanism Rich queries for history DB

Analytics integration
Data modeler, IDE, Java chaincode
Dev mode testing with cloud Peer

ORACLE

Italics — planned enhancements Copyright © 2018, Oracle and/or its affiliates. All rights reserved.



Oracle Blockchain Momentum — sample public cases

Securely, reliably extend business processes and accelerate B2B transactions

CG & MF SUPPLY CHAIN
¢

P Extra Virgin Olive
certifiedorigins Oil provenance
& » ..

[ ] .
circuler Commodity &

e Minerals Tracing

__, everledger

Responsible
Sourcing

Sustainable

/®\ retraced Fashion

1CBF®

Infosys

Navigate your next

ORACLE’

Beer production
provenance

Farm-to-Fork

Palm Qil
Provenance

FINANCIAL SERVICES

@ A,]IB Funds Transfer
i sl ikl s

NOrblOC KYCmade easy
% Register
< kompany Information
PoS
#% eMcREY  On-boarding
: Serving
Traﬁflon underbanked and
. unbanked
Standard Securit_ies
service

Chartered &

Gun identification

BERETTA

LOGISTICS
L Excise Licensing
- and Taxes

NIGERIA CUSTOMS
SERVICE (NCS)

o Y Franchise doc
seres - exchange
intelipost Logistics/TMS

C@osﬁrt' Maritime shipping
GSBN documentation
FINANCE SUPPLY CHAIN

Intercompany
Billing

& onan Invoice
[ Reconciliation

NEURO Invoice Factoring

Copyright © 2018, Oracle and/or its affiliates. All rights reserved.
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HEALTH CARE

HEALTHSYNC Remote Patient
Monitoring

Drug
Counterfeit

E-COMMERCE
Multi-brand
M o loyalty
m Tokenized Loyalty
? Points
PRAVICI

EDUCATION & RESEARCH

duuhh galg £ Universithrade
TAIBAH VALLEY 7/ certificates

Training record
certificates

(o EREERE
CDEL



Video testimonials

» P5,000

GROCERY CREDITS

R ¢ £5C 1INZCr NOA Lake 2XaNnds, / ~thatthergis a kind of program that can help our family.§ s

Arab Jordan Invetwment Bank

Certified Origins

ROBERT SZILINSKI

Uulﬂ—

eSentri

Everledger

DR. AHMAD HAWALAH
ABAN UNIVERSITY

Alpha Acid Brewery Taibah Valley

L]
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http://video.oracle.com/detail/video/5858503130001
https://www.youtube.com/watch?v=MFg3Qe-yino&t=81s
https://youtu.be/qz7Mj_tjyXk
https://www.youtube.com/watch?v=IqwFIOsNsow&feature=youtu.be
https://video.oracle.com/detail/video/5999274262001/trust-in-every-transfer-arab-jordan-investment-bank?autoStart=true&q=ajib
https://video.oracle.com/detail/video/6024013064001/seres-innovates-data-interchange-with-oracle-blockchain-cloud?autoStart=true&page=1&q=blockchain
https://www.youtube.com/watch?v=BpG7q6BKu1w&feature=youtu.be
https://www.youtube.com/watch?time_continue=4&v=3XHTrxzi7FE
https://www.youtube.com/watch?v=RdcePEHDGRA&feature=youtu.be

Getting Started....and delivering the promise

Oracle’s Blockchain Specifics [All]

o Generic Blockchain positioning:

Oracle’s Blockchain Specifics [Developers,
Administrators, Architects]

https://www.oracle.com/cloud/blockchain/ » https://www.oracle.com/webfolder/s/assets/ebook/devel

» Blockchain Platform Cloud Service positioning:

oping-dapps-oracle-blockchain/index.html

https://cloud.oracle.com/en_US/blockchain » https://developer.oracle.com/blockchain/

e OBP 19.2.3 release (based on Hyperledger Fabric e Developing Smart Contracts in Oracle Blockchain
1.4.1). See What's New.

ORACLE"

Oracle Blockchain Cloud Platform

Follow the Chain

Analyst Report

Enterprise Blockchain Essentials
Guide (PDF)

Platform

A At e+ s s g

U L J L J (D Blockchain
=

Blog Developer Pricing

What Everybody Ought to Know Developing DApps on the Oracle Pricing Details for Oracle Blockchain
About Oracle's New Blockchain Blockchain Platform Platform
Platform Release
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https://www.oracle.com/cloud/blockchain/
https://docs.oracle.com/en/cloud/paas/blockchain-cloud/whats-new/index.html#BCSWN-GUID-764840E2-DF60-4CD8-BA9F-E713D783BC6D
https://www.oracle.com/webfolder/s/assets/ebook/developing-dapps-oracle-blockchain/index.html
https://developer.oracle.com/blockchain/
https://www.youtube.com/embed/1tsIn54OY94?vq=hd1080;rel=0&autoplay=1

Oracle Blockch

&

Admin console for
management,
Hyperledger Fabric
technology for
interoperability

Pre-assembled:
automatic provisioning
of network and
infrastructure resources

APIls and SDKs to
integrate with All
applications

Identity
management and
granular access
controls
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